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Overview of DPP

Turn-key, concierge-type personal cyber protection service

Bundled packaged of “best of breed” existing technologies and services
Designed by former military cyber-warfare officers & FBI agents

Comprehensive and painless

Everything set up / installed & regularly updated for client
Takes =45 minutes of clients’ time & three hours access to your devices

Attractively-priced

$35 per month for 15t six devices; $5 month for up to each additional three devices
Less expensive than doing it on your own

Clients can only get service through their financial advisor

We work with hundreds of wealth managers & multi-family offices

How to contact us:

Phone 972.210.8250

www.dpripro.com/totalwealth
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Today’s Presentation

= Who The Bad Guys Are

= What They Are After

= Your Risks

= How They Will Likely Attack You

m Protecting You, Your Wealth & Your Family
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Who Are the Bad Guys? — Group I

Nation-State Backed
Criminal Enterprises
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Small But Sophisticated
Cyber Gangs
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What Are They After?
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Who Is At Risk If Money Is Stolen Through Cybertheft?
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Who Is At Risk If Money Is Stolen Through Cybertheft?

If Even Indirectly At Fault: You

Online Bank Custodial & Brokerage Other Online

Accounts Accounts Transactions

JPMORGAN
CHASE & CO. g (;:2 g (\{g " T
ebay - otfice
& Riade AStaterorm TRE
Santander Morgan o

Stanley

MERRILL LYNCH

~N
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Who Are the Bad Guys? — Group II

Burglars Predators
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What Are They After?

Homes Children
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Burglars & Predators Use The Internet to Pick Their Targets

= Four out of five burglars use social media to pick the homes they rob

Location data from devices
Hidden picture data
Photos posted by others

= 12,000 homesvictimized annually by title fraud

$350 million in damages

m 7.5 million people are stalked online annually

Three out of four times by someone they know
Women are twice as likely as men to be stalked online

= Onethird of all teenagers have already been stalked online

Boys between 14 & 17 are most targeted for sextortion
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Two Aspects of Cyber Protection

Cybersecurity: Protecting online accounts from
theft

Limiting online personal information
and controlling access to it

Cyberprivacy:
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Cybersecurity Rule #1 —Everyone Will Be Breached At Some Point

Sophisticated criminals

Immense resources & processing power
Already have breached Blockchain, Cloud, DOD & CIA

Goalis to make it uneconomic for criminals to target you

Becoming a hardened target
Compartmentalizing / segmentation
Cost/resources of breaching > than the potential reward
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Seven Most Common Ways People Are Breached

1.

6

7.

Similar and/or short/simple passwords

. Devices w/ default privacy & security settings

. Smart home technology

. Public WI-FlI

. Charging stations and rental cars

Vishing

0

Malicious software
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1. One Million Passwords Per Week Are Compromised

Corporate Data

Breaches

Unprotected
Accounts

injlc)

1. 123456
2.123456789
3. qwerty
4.12345678
5.111111

6. 1234567890
7.1234567

8. password
9.123123

10. 987654321
11. qwertyuiop
12. mynoob
13.123321

14. 666666

15. 18atcskd2w
16. 7777777

17. 1q2w3edr

Passwords, User
IDs, Emails

Personal Info

v

Widely Used
Passwords

18. 654321

19. 555555

20. 3rjs1la7qe
21. google
22.1g2w3e4r5t
23.123qwe

24. zxcvbnm
25.1g2w3e
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Sophisticated
Computer
Algorithms

S

Attack 1000s of
Accts w/ Multiple
Password Variants
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Computers Can Now Correctly Guess Short/Simple Passwords in Seconds

USING CHATGPT HARDWARE TO BRUTE
FORCE YOUR PASSWORD IN 2023

Number of

Numbers Only
Characters

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
2 secs
15 secs
3 mins

26 mins

Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
6 secs
2 mins
1 hours
1 days

56 years
1k years

Upper and
Lowercase
Letters
Instantly
Instantly
Instantly
Instantly
Instantly
4 secs
4 mins
3 hours
7 days
12 months
52 years

2k years

Numbers, Upper
and Lowercase
Letters
Instantly
Instantly
Instantly
Instantly
Instantly
21 secs
22 mins
22 hours
2 months

Numbers, Upper
and Lowercase
Letters, Symbols
Instantly
Instantly
Instantly
Instantly
1 secs
1 mins
1 hours
4 days
8 months
47 years

79bn years

> Learn how we made this table at hivesystems.io/password
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2. Devices, Browsers & Search Engines Automatically Record Passwords

Devices

Online
Accounts

&
Passwords
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Online Accounts
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Every Password Is Compromised If Your Device Is Breached or Stolen
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3. Smart Home Technology Easy To Breach & Provides Access To Devices

sSmart Home
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4. Malicious Software Gets Behind Your Device’s Device Defenses

mal-ware

/'malwer/

software that is specifically designed to disrupt,
damage, or gain unauthorized access to a

computer system.
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Trojans Look Like Legitimate Apps

aa R O 8B @ =

Call Recorder Rooster VPN Super Cleaner Document Scanner  Universal Saver Pro Eagle photo editor
2021/05 2021/11 2021/11 2021/11 2021112 2022/01
. n
Call recorder pro+ Extra Cleaner Crypto Utils FixCleaner Universal Saver Pro Lucky Cleaner
2022/01 2022/04 2022/05 2022/05 2022/05 2022/05
)| o =
Just In: Video Motion D S PRO  Conquer Darkness Simpli Cleaner Unice QR Scanner
2022/05 2022/05 2022/05 2022/06 2022/07

Atom Clean-Booster, Antivirus

Iyt Adarmch  Tewhy

Antivirus, Super Cleaner

Tynes Adarnch  Troiy

Alpha Antivirus, Cleaner

Aidalras P ogradis Yooy

Powerful Cleaner, Antivirus

Ay B agrastia Tooh

~

Center Security - Antivirus

s Libue vz Progucewry

Center Security - Antivirus

SingeLisine  Productivity
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Social Engineering & Infected Email Attacks From Client Accounts

Client
Personal
Email

Fraudulent Transaction Initiation
w/
Infected Email Attachment

v

Access to systems
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5. Criminals Can See Everything W/ Public WI-FI & No VPN

O\

A\arriott

v
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6. Charging Device w/o USB Blocker = Info Stolen & Virus Inserted

Public Charging Rental Cars
Stations
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7. Vishing

$40B Annual Diverted Call Spoofed
Theft Caller ID

Sheriff

Q0 O
o
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Personal Information Is An Extraordinarily Valuable Asset
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However, They Also Provide Settings To Opt-Out Of Sharing Info

Privacy Center

We've created Privacy Center 30 you can make the privacy choices that are right for you

Py =

2:46 .

2
i

¢ Privacy  Location Services

Share My Location

sesiy —
Keeping your information secure Control who can see what you share
protects your privacy

Read more Read more

App Clips

o Meta

L i . Privacy Center

~ Amazon When Shared

& American Never @ Privacy Policy v

Collection use
2 @ Otherpolicies “ ‘What we collect, and what you can Learn how we use your information
a App Store @
L3 Settings v Read more Read more

@ Avis

O Brave Never

— British Airways Never

You have options to manage the ads

p . you see on Facebook
# BrownU When S
Read more
o
< Calendar
Camera

Facebook Never

FedEx

Manage your activity data

This is where you can manage the activity data for your Microsoft account. Expand any category to view or clearits data, Only you can see this data. Some data might not be
displayed here or might not be available yet. Learn m: ityour dataon this page.

eI e

- » i i —(t our privacy team.
Find My lever If you have a privacy question or concern—contact our pri team
Location activity
Your location data helps us provide you with accurate directions and other location-based infa. No
Fly Delta Never
data
) MNaovor Browsing histol
ol ()] (/-1 S ghLony
Info about the websites you visit with Microsoft Edge helps us personalize youronline experiences No data

Search history
Info from web searches performed on Bing helps us to provide more personalized search resuits. Searches: 440
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Cyberprivacy Essential To Protecting Your Home, Children & Grandchildren

ur Photos  Albums  Not Tagged Synced from Phone

they needtags. Click any photo to add a tag. Oy v
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Voice & Image Cloning To Initiate Fraudulent Transactions

Unprotected
Social Media

Use Al Software To Clone
Voices & Images

Initiate
Fraudulent

Transactions

©)

Videos

u ﬂ Download
r ™

Pose as
Family
flickr Members
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$360K Stolen From Bank Account
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Victim Owned Two Restaurants & Regularly Wired Money To Pay Vendors

Equipment

Restaurant
Owner

Payments
Wiring
Instructions

- CHASE %

v

Food
Supplier

RESTAURANT
FOOD SUPPLIERS
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Victim Reused Sophisticated Email Password For Other Accounts

K
E o @

Restaurant @ @

OWI1 er American Airlines \‘

[J ==
/i\

® n

r
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Aol.

A DELTA

Same Or Similar
Password

ws - . ebay (sirusxmm)

€ spotify

e

(comcast
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Password For Victim’s Email Compromised In Corporate Data Breach

Corporate

Data Breach
Email Address

W aeRInT Password

({0

DIGITAL
4 e worwe.dptipro.com
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Cybercriminal Used Password To Hack Into Email Account

Uses Reused Password —_
Alerted To Al Software /
Pattern of
Vendor Automatically
Payments Download &

DIGITAL
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Read Emails

www.dpripro.com

Victim’s
Email
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Victim Also Had Not Turned On Device Security & Privacy Settings

Apple
Keychain
Similar Password

\ 4
iR H -
i

CHASE ©

User ID &
Passwords
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Cybercriminal Accessed Bank Account & Changed Vendor Wiring Instructions

Accessed Account

v

CHASE

Changed Wiring
Instructions

Receiving Financial Institution:
CORPORATE ONE FEDERAL CREDIT UNION
BP00 Orion Place

Columbus, OH 43240

AR HI4A0E4764

Beneficiary:

SAN ANTONIC CITIZENS FEDERAL CREDIT UNION
12542 Curley Strest

San Antonio, FL 33575

Acoount #263182040

FOR FINAL CREDIT TO:
L]

Individual’s Name and Account Mumber
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$200K Stolen In Fake Kidnapping
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Family Had Not Engaged Cyberprivacy Settings on Social Media

Unprotected
Social Media Videos + Al Software

&)
Downloads Clones
u Videos & Voices
Profiles Family =

O =

3 YanTulie

v

flickr
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Hacked Into Daughter’s Telecom Account & Diverted Cell Phone

Diverts
Call

Breaches
Telecom l
Account

(@

AT&T ‘ verizon’

conast | T Mobile | 2%

el e
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Spoofed Daughter’s Cell Phone Caller Id & Contacted Mother

Told Mother
they had
kidnapped
her daughter

\ 4
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Mother Tried Contacting Daughter & Call Diverted

Cell Call
Diverted Mother Tried
To Contact .
Daughter A

A

DIGITAL
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Threatened To Take Daughter To Mexico Unless Paid $200K

0

DIGITAL
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Demanded $200K

v
; _

www.dpripro.com
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Mother Wired $200K to Crypto Account

Went to
Bank w/ Wired $200K to
N Criminals on Cybercriminal
>0 The Line Crypto Account

- ¥ Valley :
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ﬁ PRIVACY & www.dpripro.com ad

PROTECTION



$2 Million Stolen From Apartment Purchase
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0

Family Planned To Buy Apartment In Paris

Couple had dreamed
of buying apartment
in Paris

Planned a trip to Paris
& was discussing it
with WM by email

DIGITAL
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Cell Phone Infected By Plugging Into a Public Charging Station

Had plugged cell
phone into a public
charging station on

an earlier trip

\ 4

Inserted computer
virus
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Computer Virus Allowed Cybercriminals To Access Personal Email

Virus gets behind
defenses and allows

dCCessS

Email

v

\ 4

A

A

Uses computerto
read & can see plans
for Paris apartment
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Family Leaves For Paris & Cybercriminal Changes Email Password

Knows travel plans
from emails

Personal
Email

Changes email
password

v
R
1kl

PRIVACY &
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Cybercriminal Requests $2 Million To Be Wired To Offshore Account

Use.s Send Wiring
FamlFY Email Instructions
Email o _  for $2 Millon

Account T

[

H

il

v
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Wealth Manager Requests Confirmatory Call With Family

Personal
Email Request for
— -. . Confirmatory
Reads e g O
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Family Had Not Engaged Cyberprivacy Settings on Social Media

Unprotected
Social Media Videos + Al Software

&)
Downloads Clones
u Videos & Voices
Profiles Family =

O =

3 YanTulie

v

flickr
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Hacks Into Family’s Telecom Account & Diverts Cell Phone

Diverts
Call

Breaches
Telecom l
Account

(@

AT&T ‘ verizon’

conast | T Mobile | 2%

s
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Poses As Family Members During Forty-Five Minute Call

Spoofs
Caller Duped
Poses As ID Into
Family Believing

Members It Is Client

< [
< »

A
v

Wires Money to
Foreign Bank
Account

Seatiabank

B it
igggggs 1 Clu
BNF PARIBAS
o
Antwerp
HSBC Diamond Bank

= WOORI BANK
icec® (DMUFG =

Bankof America
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Protecting You, Your Wealth & Your Family
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Four Essential Aspects of Basic Cyber Hygiene

Unique,
Sophisticated
Passwords
A IR SRR 1
- TYou&YourFamity = |  Privacy Settings
Secure ; on Apps,
Devices i Browsers &

Search Engines

1:_"_
Basic
Cyber
Technology
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Use Sophisticated Passwords

Unique 20-to-25 Digit Random Alphanumeric

' Ofﬁce @ Y Nort hwestern

Mutual” @

hia )
- ﬂ ) Bedioe $ B
@ wa:aeﬂs NICKIS ﬂ
venmo n
@ Q PELOTON : m
K suf-e Hertz f;‘

¥ | , A
. @ F : DOLLAR SHAVE CLUB
petcoL = coernoucs ity ¢ TiKTok
AOI S e——" ) [ ]

_L:L_- n American Airlines ‘g
ﬁ ONLINESHOES
eb: =\V4 & Expedia .
u AT&T Comcc:st

Epm =
.@ ESril’

Craftoy .Mspem
chewy

# instacart
@ . L m shopathome-
. UnitedHealth Group™ '
& ' g st
TRENDY BUTLER —_— - %
- . Rakuten
o E & RetaibMeNet....
swaccranmn o
vey

citibank
@ ((siriusxm) p X, 7.
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Smart Home
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= 60 Privacy &
Security Settings

Make Devices Secure
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= 120 Privacy &
Security Settings
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Make Apps, Browsers & Search Engines Secure

= 800 Privacy
& Security Settings

L Office @ ,_ @
s E
m waw’ﬂé NICKIS @
@ venmo st E;\y?j n @
(S o B @ -
ﬁ\j K. g PEITOTON derts

@ ﬁq'vs DOLLAR SHAVE CLUB
PEtCOM swocmmoucs wity o TiTok
_EL'_- n r@ American Airlines ‘g Aol. ~ TS
ﬁ ONLINESHOES
eb Y & Expedia F

H 5: AT&T (Comcast
- S

)

7]
. n | . “f .(j: @ sp@t'ﬁl'
ot +
#" instacart @o : C"“th-‘% . ﬂxltﬂms‘pemu
bl l, (a shopathome
? . UnitedHeadth Group u ..tv+
TRENDY BUTLER S— Rakuten
Capital Ol E ” R Retail MeNo....
el citibank BN
9wacxs .m (swusxm) s
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N\ Meta

= 119 Settings

Linked [}

= 37 Settings

amazon
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Widely Available, Inexpensive Cyber Technology

+ 4 Private-Mail

Secyure Lncrypled ELmad Secvice

DIGITAL
PRIVACY & .
ﬁ PROTECTION www.d pripro.com

60



Regular & Systematic Updating

Manage your activity data
This is where you can manage the activity data for your Microsoft account. Expand any category to view or clear its data. Only you can see this data. Some data might not be
displayed here or might not be available yet. L 0 jat page.

If you have a privacy question or concern—cor

acy team.

Location activity
Your location data helps

us provide you with accurate directions and other location-based info. No
data

Browsing history

Info about the websites you visit with Microsoft Edge helps us personalize your anline experiences No data

Search history
nfo from web searches performed on Bing helps us to provide more personalized search results. Searches: 440

2:46 LT -
¢ Privacy  Location Services

Share My Location Privacy Center

@ App Clips @
Amazon Whe red

American snare

protects your prvecy

App Store

v
Privacy Center

& privecyPoncy <

Avis

oB B0

Brave

= British Airways © Otharpotcis -

O settings . fest e Besd mare

BrownU A i

#

Calendar
Camera Nev

Facebook

FedEx

Find My

@ae@oe

Fly Deita

k|

[ S —
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Breach Detection & Repair

Dark Web Monitoring Rapid Breach Response & Remediation

“The Dark Web™

Title Filing Notifications

EQUIFAX®

2,3 Experian
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Outrun the Other Guy

DIGITAL
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Summary of DPP Bundled Service

Set-Up

Remote Online
Implementation Appointments

Install VPN & Private Email
Populate PW Manager & Reset Passwords

Engage Device, App, Online Account, Browser &
Search Engine Security & Privacy Settings

Personal
Layered Digital
Security
Structure
Secure Web Portal Technology
NPPI Collection Password Manager
Identification of Virtual Private Network (VPN)

Additional Online Accounts Private Email

DIGITAL
PRIVACY &
PROTECTION

Ongoing Risk Management

Process
Breach, ldentity & Breach Systematic
Title Theft Monitoring Repair Updating
Dark Web searches with FTC Filings Annual Digital
NPPI . Protection Review
Police Report
Credit Report Reports P
Reviews Credit Digital Protection
e Update Plan &
Notification of Property Bureau Implementation
Title Filings Actions P
New Device Set-Up
Company
Filings Lost & Retired Device
Password Wiping
Reset
www.dpripro.com

Client
Education

Initial Client
Training

Underage
Children’s
Classes

Periodic Classes
on New Threats /
Risks

64



Overview of DPP’s Service

2. Set up PW Manager
Cyber Technology

Online Accounts

= 300 to 400 accounts

d
<

& '

PRSSLORS

[
»

Reset Passwords

EcolfiG B &

wtve B0 B Google®® Bzt
=

m@ = Capital y

ATET 53 Spatify
], |  sue
AmericanAirlines "¢

>4 Private-Mail

1. Install Technology 3. Engage Privacy &
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Overview of DPP’s Service

Monitoring Retrieve & Review

The Dark Web™

Breach Repair / Remediation Cyber Education Classes Regular / Systematic Updating
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If You Are Interested In Learning More About DPP’s Services
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www.dpripro.com/totalwealth

And Fill Out The Form
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If You Are Interested In Learning More About DPP’s Services
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You Will Receive Schedule a10to 15 We Will Walk You
Minute Meeting Through the Service &
Answer Any
Questions
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Text Message With
A Calendy Link
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